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Question No:  1  

The best protection against the abuse of remote  maintenance of PBX (Private 
Branch Exchange) system is to:   

A. Keep maintenance features turned off until needed  
B. Insists on strong authentication before allowing remote maintenance   
C. Keep PBX (Private Branch Exchange) in locked enclosure and restrict access to only a few people.  
D. Check to see if the maintenance caller is on the list of approved maintenance  personnel  

Answer: B  

Question No:  2  

A high profile company has been receiving a high volume of  attacks on their web site. The network 
administrator wants to be able to collect  information on the attacker(s) so legal action can be taken.  
What should be implemented?  

A. A DMZ (Demilitarized Zone)  
B. A honey pot  
C. A firewall  
D. A new subnet  

Answer: B  

Question No:  3  

The protection of data against unauthorized access or disclosure is an example of what?   

A. Confidentiality  
B. Integrity  
C. Signing  
D. Hashing  

Answer: A  

Question No:  4  

You are running cabling for a network through a boiler room where the furnace and some other heavy 
machinery reside. You are concerned about  interference from these sources. Which of the following 
types of cabling provides the  best protection from interference in this area?  

A. STP  
B. UTP  
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C. Coaxial  
D. Fiber-optic Answer: D  

Question No:  5  

In order for a user to obtain a certificate from a trusted CA  (Certificate Authority), the user must present 
proof of identity and a:   

A. Private key  
B. Public key  
C. Password  
D. Kerberos key  

Answer: B  

Question No:  6  

If a private key becomes compromised before its certificate’s  normal expiration,  X.509 defines a 
method requiring each CA (Certificate Authority) to periodically  issue a signed data structure called a 
certificate:  

A. Enrollment list  
B. Expiration list  
C. Revocatio n list  
D. Validation list  

Answer: C  

Question No:  7  

An application that appears to perform a useful function but  instead contains some sort of malicious 
code is called a _____.   

A. Worm  
B. SYN flood  
C. Virus  
D. Trojan Horse  
E. Logic Bomb   

Answer: D  

Question No:  8  


